
 

1 

 

Research Records: Data Protection Act 1998 

The Data Protection Act 1998 details how personal data may legally be 
used. Research data must be dealt with in accordance with the Act, subject to the 
exemptions set out in Section 33. These exemptions relate to data processed “only 
for research purposes” The term “research purposes” is not defined in the Act but is 
stated to include statistical or historical purposes. 

Researchers should familiarise themselves with City University London’s Data 
Protection Policy (see link to Information Compliance intranet pages below). The 
following guidance sets out the responsibilities of researchers in the context of the 
most relevant Data Protection Principles and should be read in tandem with further 
information available via the Information Compliance homepage at  
https://intranet.city.ac.uk/staff/info_compliance/info_compliance.html 

First Principle (Fair and Lawful Processing)  

The fair processing code requires that a research subject is informed of the identity of 
the data controller and any nominated representative and the purposes for which the 
personal data is to be processed. This information should be included on any form 
used to collect personal data.  In most cases the data controller will be City University 
London. Individuals in the research team need not be identified. This would normally 
be part of a fair processing notice. It is suggested that the sample text below is used 
as a basis for your covering letter.  

Example Fair Processing Notice:  

This information will be held and processed for the following purpose(s): (list 
purposes) No identifiable personal data will be published. The identifiable data will 
not be shared with any other organisation/shared with (list organisations) and have 
made a written agreement with the University to abide by the Data Protection 
Principles I agree to City University recording and processing this information about 
me. I understand that this information will be used only for the purpose(s) set out in 
this statement and my consent is conditional on the University complying with its 
duties and obligations under the Data Protection Act 1998.  

Research subjects must give informed consent. The amount of detail needed will 
vary. In some cases, implied consent may be sufficient (for example by return of a 
questionnaire), in others, clear written consent is required. Sensitive data (physical or 
mental health, race or ethnic origin, religious or political beliefs, trade union 
membership, criminal convictions) always require explicit written consent. If data are 
obtained from third parties, e.g. from clinical staff as opposed to directly from patients 
themselves, then the third parties must also be properly briefed about the research.  

Where it is not “necessary” to process personal data (because identifying features 
can be removed), then they should be anonymised. You should review the material 
you intend to collect to see if your research would be compromised without these 
data. This is especially important where sensitive data are collected.  

The Information Commissioner’s Office has issued guidance for organisations 
entitled Anonymisation: managing data protection risk code of practice which is 

https://intranet.city.ac.uk/staff/info_compliance/info_compliance.html
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available at 
www.ico.org.uk/for_organisations/data_protection/topic_guides/anonymisation 

If personal data is to be shared with another organisation (data controller) or sent 
outside of the EEA the data subject should be informed.  

Second Principle (Specified Purpose)  

The second principle states that personal data shall be obtained only for one or more 
specified and lawful purposes, and shall not be further processed in any manner 
incompatible with that purpose or purposes. However the second part of this principle 
does not apply to further processing of data only for research purposes provided that: 
the data is not processed to support measures or decisions with respect to particular 
individuals; and the data is not processed in such a way that substantial damage or 
distress is likely to be caused to any individual.  

Third Principle 

Personal data shall be adequate, relevant and not excessive in relation to the 
purpose or purposes for which they are processed  

Fourth Principle 

Personal data shall be accurate and, where necessary, kept up to date. 

Fifth Principle (Not kept longer than necessary)  

The fifth principle states that personal data processed for any purpose or purposes 
shall not be kept for longer than is necessary for that purpose or purposes. However 
this does not apply to personal data processed only for research purposes provided 
that the: 

 data is not processed to support measures or decisions with respect to 
particular individuals;  

 data is not processed in such a way that substantial damage or distress is 
likely to be caused to any individual.  

Sixth Principle (Data Subjects Rights)  

Section 7 of the Data Protection Act gives an individual the right to be informed by 
someone using personal data about him or her: what data is held, the purposes for 
which it is held and the people to whom it may be disclosed. However this does not 
apply to personal data processed only for research purposes provided that:  

 the data is not processed to support measures or decisions with respect to 
particular individuals; 

 the data is not processed in such a way that substantial damage or distress is 
likely to be caused to any individual;  

 the results of the research or any resulting statistics are not made available in 
a form which identifies individuals.  

http://www.ico.org.uk/for_organisations/data_protection/topic_guides/anonymisation
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Researchers must ensure that the final results of the research or any resulting 
statistics do not identify individuals, or they will be subject to access requests under 
the Data Protection Act 1998. Care should be taken even where data are aggregated 
or anonymised. Data combinations such as age and postcode may still be enough to 
identify individuals. This risk is increased in the case of unusual data such as rare 
medical conditions.  

Seventh Principle (Security)  

Security must be appropriate to the nature of the data to be protected. In the health 
and social sciences fields, research data will almost inevitably include “sensitive” 
information, which requires the highest level of security and confidentiality. The 
required levels of security must be maintained throughout processing – wherever that 
may be. 

 If the project involves a team, one member should be responsible for overall data 
security and should control who has data access, for how long and at what level.  

Recommended security measures include: 

 Store manual data in a locked facility when it is not under the direct 
supervision of a data holder or processor, including  

o questionnaires, 
o notes and other paper files 
o audio- and videotapes 
o photographs and negatives 
o USB sticks, CDs, DVDS hard drives and other portable media 
o microfiche records 

 Consider limiting access to data stored on a computer by individual 
passwords and, where appropriate, access to individual files should also be 
password- protected.  

 Password protect mobile phones and iPads. 

 Encrypt all personal and sensitive data on mobile media and use encrypted 
USB sticks if you do need to store personal or sensitive data on a portable 
device.   

  If travelling: 
o  By air, always keep your laptop/ mobile media in your hand luggage. 
o  Avoid using a laptop bag as they can be easily identified by thieves.  
o  Do not leave your laptop/mobile media visible in an unattended car. 

Make sure you lock it out of sight in the boot of your car.  
o Use a hotel safe to store your laptop/mobile media when you are away 

from your hotel room. 

 Never reveal or share passwords 

 Do not leave computer/laptops unattended with an active, password-
protected program still running.  

 Back up research data regularly. Back up files should be kept on a shared 
drive, rather than portable media or local drives. 

  When staff work at home, security should be of the same standard as that 
provided in the university 

o take care transporting information to and from your home and whilst at 
home from accidental loss, inappropriate access or amendment 

o install updates and security patches 
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o do not save University’s personal or sensitive data to your personal 
computer/laptop hard drive etc  

o do not use a non University account for University business 

 Consider the security of data ‘on the move’, e.g., e-mail, posting work to a co-
researcher, using a laptop over public networks, etc. If possible, use or 
initiate ‘safe-haven’ procedures for such communications, e.g., locate the fax 
machine or printer in a lockable room with restricted access.  

  

Freedom of Information Act 2000 

The Freedom of Information Act (FOIA) entitles anyone from anywhere in the world 
to request access to any information held by public authorities (which includes City 
University London). The request does not need to specify the Freedom of Information 
Act nor be addressed to any particular person.  

Any written request; stating the name and address of the applicant and 
describing the information sought can be treated as a request under the 
Freedom of Information Act.  

City University London is required to provide the requested information within 20 
working days, or to issue a statement outlining the reasons why the request cannot 
be met.  

Exemptions to this right of access which may apply to research data are; 

Absolute exemptions  

Section 
40 

Personal information where the applicant is the data subject or, in some 
circumstances, the data relates to another individual 

Section 
41 

Information provided in confidence 

Qualified exemptions subject to the public interest test 

Section 
22 

Information intended for future publication. 

Section 
43 

Commercial interests 

 

Freedom of Information Guidance for the Higher Education Sector 

The guidance discusses the issues faced by universities under the Freedom of 
information legislation and the exemptions that can be considered to protect research 
from disclosure under the Act. 

http://www.city.ac.uk/ic/Data_Protection/dp_research.htm#_ftnref1
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www.ico.gov.uk/for_organisations/sector_guides/~/media/documents/library/Freedom
_of_Information/Detailed_specialist_guides/foi_legislation_and_research_guidance_f
or_the_higher_education_sector.ashx 

 

Code of Practice 

In accordance with the FOI Act the Lord Chancellors Department issued guidance 
under Section 46 of this Act entitled ‘Code of Practice on the management of records 
under the Freedom of Information Act’ which places an obligation on public 
authorities to have effective records management.   

www.justice.gov.uk/downloads/information-access-rights/foi/foi-section-46-code-of-
practice.pdf 

 

 
Future developments 
 
The Queen’s Speech on 12th May 2013 mentioned that the Government is planning 
to introduce a new FOI exemption for research as part of the Intellectual Property 
Bill.  The new exemption will cover “continuing programmes of research intended for 
future publication”.  
 
 
 
 
Caroline Llewellyn 
Information Compliance Officer 
June 2013 
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