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Recommended Action 

Senate is asked to consider the proposal to launch an Institute for Cyber Security. 

Senate will be asked to approve the proposal by correspondence following discussion at the 
meeting.   
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Summary 
 
City, University of London has critical mass of research and education activities in Cyber 
Security but they are distributed across the university. There is a need to strengthen 
interdisciplinary collaboration within the university and showcase City’s capability in this area to 
achieve quality driven growth and external recognition. It is proposed to launch an 
interdisciplinary research and education Institute for Cyber Security and seek NCSC recognition 
of our research and education programme. Its strategic objective is to promote wide-ranging 
multidisciplinary research, and to teach and develop skills in cyber security to its students and 
the wider community, through degree programmes, workshops, visits, lectures and training.  
Included in its remit is to work with external organisations to promote cyber security research 
and education. 

One action required.  
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City, University of London has critical mass of research and education activities in Cyber Security 
but they are distributed across the university. There is a need to strengthen interdisciplinary 
collaboration within the university and showcase City’s capability in this area to achieve quality 
driven growth and external recognition. It is proposed to launch an interdisciplinary research and 
education Institute for Cyber Security and seek NCSC recognition of our research and education 
programme. Its strategic objective is to promote wide-ranging multidisciplinary research, and to 
teach and develop skills in cyber security to its students and the wider community, through 
degree programmes, workshops, visits, lectures and training.  Included in its remit is to work 
with external organisations to promote cyber security research and education. 

Selection of the title: The use of ‘Institute’ in the title is important to gain external recognition. 
Imperial College, UCL and Royal Holloway are using the same terminology to demonstrate 
their cross university collaboration in cyber security. 
Imperial: www.imperial.ac.uk/security-institute/ 
UCL: www.ucl.ac.uk/jill-dando-institute/ 
Royal Holloway: www.royalholloway.ac.uk/about-us/more/business-and-industry/institute-for-
cyber-security-innovation/ 
The title will show the scale of the research and education activities ongoing within the 
Institute. 

The free flow of information within and between nation states is essential to business, 
international relations and social cohesion. Communications today leans heavily on the internet, 
or via communications using various modes in the electromagnetic spectrum (such as wireless 
and microwaves) through terrestrial communications networks or satellite networks in 
space.   By 2020 there will be over 30 billion connected devices, and some even estimate this 
number to be much higher, over 100 billion.  The whole of commerce, business, security, and 
defence is connected using this cyber network. The giant network of global supply chains relies 
exclusively on the integrity of the cyber domain.  The cyber network is itself a giant network of 
connected "things" (which also includes people, cellphones, coffee makers, washing machines, 
headphones, wearable devices and almost anything else you can think of.  This also applies to 
components of machines, for example a jet engine of an airplane or the drill of an oil rig. The 
cyber domain provides the focus of rogue nation states, organised crime down to the ‘opportunist 
hacker’. Multifarious objectives can be identified including disinformation, hostile intelligence 
gathering, stealing of intellectual property, denial of service, stealing of funds and money 
laundering. Cyber security is thus essential for the survival of nation and its businesses. 
However, cyber security has moved on from being contained within technical domains as 
economics, social aspects, business survival, and the law now play growing importance to cyber 
security and defence. This is why the City, University of London, could become an important 
player in the fight against cyber threats. We have world-class ‘thinkers’ in all of the areas 
identified thus offering the opportunity to develop world-class solutions and leaders.  

The City’s Law school (CLS) has been contributing to the transnational rule-making, global 
governance, transatlantic data transfer, transatlantic criminal law, architecture of post-national 
rule-making, EU law and global governance, integrating cybercrime and cyber security rule-
making. This is complimentary to the work that is carried out within the SMCSE in the area of 
data privacy for compliance with the recent changes to the GDPR. A good example is the 

https://www.imperial.ac.uk/security-institute/
https://www.ucl.ac.uk/jill-dando-institute/
https://www.royalholloway.ac.uk/about-us/more/business-and-industry/institute-for-cyber-security-innovation/
https://www.royalholloway.ac.uk/about-us/more/business-and-industry/institute-for-cyber-security-innovation/
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REDAlert EU Horizon H2020 project in which the data privacy tools developed by SMCSE has 
to comply with GDPR, ethics and data governance and the City’s legal team will be contributing 
towards addressing some of these challenges.  

There are already discussions in place to develop a Cass MSc in the area of Fintec in which 
SMCSE will contribute to the area of cyber threats to the cryptocurrency trading using blockchain 
platforms. In addition, SMCSE has been jointly delivering an MSc in the area of Internet of Things 
with Entrepreneurship since 2018.  Recently Innovate UK successfully supported two start up 
ideas from SMCSE, i.e. CityDefend© and Raven©.  Both these start-ups are receiving advice 
and training from Cass technology management and entrepreneurship units.  In addition, the 
Cass team is helping to develop the business plan through the Cass Executive MBA students. 
Recently Cass has received H2020 funding to develop a cyber-range experiment.  This will 
contribute directly to the interdisciplinary cyber security laboratory at City.  In addition, there are 
also discussions in place to develop further research in the area of cryptocurrency fraud as this 
has been identified by New Scotland Yard as an area of immediate concern.  A collaborative 
research in the area of money laundering is also ongoing between Cass, SMCSE and CLS.  

The academics across Social Sciences (SASS) and SMCSE have been collaborating to 
understand the economic impact to organisations from cyber-attacks.  Measuring the impact of 
cybercrime to organisations is a difficult problem and using game theory, decision sciences and 
risk modelling techniques the academics across SASS, Cass and SMCSE will inform the cyber 
security community practical ways in which the cost to organisations from cybercrime can be 
calculated.  Already Rizikon© that was developed as part of City’s research in the area of risk 
modelling is being used by many organisations to understand the economic impact from cyber-
attacks.  There are already discussions in place with SASS to understand the economic benefits 
from a lightweight secure mobile banking platform that has been developed as part of SMCSE 
research in the developing world.     

There are ongoing collaborations between SMCSE and Health Sciences to protect biomedical 
equipment and healthcare systems from cyber-attacks. This involves looking at vulnerabilities in 
medical devices, data protection in healthcare systems, cyber-attacks against pacemakers and 
other implants.  There are also discussions between SMCSE and SHS (i.e. psychology) about 
measuring brain waves as biometric traces for possibly identifying individuals. The socio-
technical side of security is one of the important thrusts of NCSC's programmes, recognising 
that the behaviour not only of attackers and of the target users and organisations – psychological 
and sociological phenomena – are essential determinants of risk.  Here City can make a unique 
contribution involving both existing activity (e.g. between Computer Science and Psychology on 
the psychology of risky decision making, within Computer Science on usable interfaces for 
security operators) and new synergies, e.g. with Law about how the legal landscape (e.g. 
assigning the liability for IT security flaws) conditions the attitudes of all actors.   

Academics working across the University in the area of Cyber Security have been collaborating 
successfully with several external organisations to shape their cyber security policy and data 
governance.  Some of the ongoing work includes partners such as SO15 Counter Terrorism of 
New Scotland Yard, Cabinet Office, Home Office, Metropolitan Police, Financial Conduct 
Authority (FCA), Bank of America, Deloitte, GCHQ, MoD, KPMG, and Centre for the protection 
of critical national infrastructure, Verify.UK, Symantec, McAfee, Institute of Counterterrorism, 
Intelligent Voice and many others.  The academics have contributed to UK Governments policy 
documents in the areas of Future of Identity, Safety and Security of critical national 
infrastructures, privacy in the online digital government services, data governance, data 
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anonymization for GDPR compliance and ethics for handling human biometrics and social media 
data.  

There are 17 NCSC recognised Academic Centres of Excellence in Cyber Security in the UK. 
City has unique research capabilities and can complement the existing research centres with a 
major focus on interdisciplinary collaboration between technology, business, economics, health 
sciences and law. A new Cyber Security Laboratory will be established within next 6 months 
which will support the interdisciplinary collaboration within the Institute. Novel design of the 
laboratory involving relevant academics across the university will be a major differentiator for 
this City initiative. A proposal for the laboratory will be submitted to the university after the 
interdisciplinary team finalizes the design. With City’s approval of this new Institute, the 
academic team would be able to demonstrate the excellence in research City has and the 
institutional strategic support to apply for NCSC recognition by 26th of April 2019. Application for 
the NCSC recognition of the MSc in Cyber Security course will also be prepared on behalf of 
the Institute within the next six months. 

We request University approval to launch the Institute for Cyber Security at the earliest. 



Appendix 1:  
Call for Applications for Interdisciplinary Centres 2019 
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1. Proposed Title
Institute for Cyber Security 

Selection of the title: The use of ‘Institute’ in the title is important to gain external recognition. 
Imperial College, UCL and Royal Holloway are using the same terminology to demonstrate 
their cross university collaboration in cyber security. 
Imperial: www.imperial.ac.uk/security-institute/ 
UCL: www.ucl.ac.uk/jill-dando-institute/ 
Royal Holloway: www.royalholloway.ac.uk/about-us/more/business-and-industry/institute-for-
cyber-security-innovation/ 
The title will show the scale of the research and education activities ongoing within the 
Institute. 

2. Proposed Centre Director (Name, School affiliation, URL staff profile page)

Professor Muttukrishnan Rajarajan, School of Mathematics, Computer Science & Engineering. 
www.city.ac.uk/people/academics/muttukrishnan-rajarajan 

3. Staff members to be affiliated with the Centre

Name School 
affiliation 

URL staff profile page 

Prof Muttukrishnan 
Rajarajan 

SMCSE, 
Engineering 

www.city.ac.uk/people/academics/muttukrishna
rajarajan 

Prof David Stupples SMCSE, 
Engineering 

www.city.ac.uk/people/academics/david-stupple

Prof Tom Chen SMCSE, 
Engineering 

www.city.ac.uk/people/academics/tom-chen 

Prof Lorenzo Strigini SMCSE, CS www.city.ac.uk/people/academics/lorenzo-strigin
Prof Robin Bloomfield SMCSE, CS www.city.ac.uk/people/academics/robin-

bloomfield 
Dr Peter Popov SMCSE, CS www.city.ac.uk/people/academics/peter-popov 
Dr Illir Gashi SMCSE, CS www.city.ac.uk/people/academics/ilir-gashi 
Prof Elaine Fahey CLS www.city.ac.uk/people/academics/elaine-fahey 
Dr Michail 
Chronopoulos 

Cass http://michail-chronopoulos.com/ 

Dr Oliver Manyemba Cass www.cass.city.ac.uk/faculties-and-
research/actuarial-science-and-insurance 

Prof Klaus Zauner SASS www.city.ac.uk/people/academics/klaus-zauner 
Dr Jed Odermatt CLS www.city.ac.uk/people/academics/jed-odermatt 

Dr Spyros Galanis SASS www.city.ac.uk/people/academics/spyros-galan
Dr Marco Bastos SASS www.city.ac.uk/people/academics/marco-bastos
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Dr David Haynes SMCSE www.city.ac.uk/people/academics/david-haynes 
Prof Giulia Iori SASS www.city.ac.uk/people/academics/giulia-iori 
Dr Robin Sellers 
 

 
CLS 

www.city.ac.uk/people/academics/robin-sellers 

Dr Nikos Komninos 
 

SMCSE, CS www.city.ac.uk/people/academics/nikos-
komninos 

 
(Right-click into the last row of the table, and choose ‘Insert’ to add more rows) 
 
 
 
4. External partner organisations (letters of commitment need to be supplied which specify 

intended contributions) 
 

Organisation Link Contact at partner 
organisation  

Type of collaboration  

British Telecom Prof Ben Azvin Research in cyber security 
including network security, IoT  
Cloud and privacy 

Crossword Cyber Security Dr Tom Illube Research commercialisation, 
start-up in cyber security 

Financial Conduct 
Authority 

Antony Harden Insider threat, human factors i  
cyber security 

Metropolitan Police Chris Stewart Counter Terrorism, online 
radicalisation 

National Health Service Dr Nick Venters, 
Consultant, Chief 
Information Officer 

Data protection, GDPR 

Siveco Romania Dr Monica Florea Data security, secure software 
systems 

Indian Statistical Institute Dr Sushmita Ruj Cryptography, Network 
security, Cloud, IoT 

Northumbria University Prof Pam Briggs Identity, human factors, privac  
by design 

Cyber Security Institute, 
University of Surrey 

Prof Shujun Li Human factors, biometrics, 
image processing, digital 
security 

RITICS - Research 
Institute in Trustworthy 
Inter-connected Cyber-
physical Systems 
 

Prof Chris Hankin Partner in research on Critical 
Systems security and defence 

 
(Right-click into the last row of the table, and choose ‘Insert’ to add more rows) 
 
 
 
5. Research focus of the Centre (300 words max, font; Arial 12pt) 
This section should address the ways in which the proposal will cross disciplinary boundaries 
i.e. add value 
 



  

 

Cyber security is an interdisciplinary field of study which involves aspects of human behaviour, 
system behaviour and processes involving data creation, data sharing and data deletion. Due 
to the growing interest in the ‘Internet of Things’ there is a major threat to smart cities, smart 
homes, smart factories and many more.  Most of the challenges around cyber security can only 
be addressed by bringing together academics, government organisations industry and the 
public.  This involves social scientists, engineers, computer scientists and lawyers working to 
understand each other’s domains so that they can build solutions that can address global 
uncertainty from cyber security.  
 
Research groups with complementary expertise will be brought together around key cyber 
security challenges with the following interdisciplinary themes: 
 
1. Energy: There is a major challenge in protecting the critical national infrastructure from cyber 

threats ranging from malware injection to major co-ordinated attacks (like the Winter 
blackouts of the Ukrainian infrastructure) to large cyber espionage.  Partners include: ABB, 
IBM, Siveco, Bulgarian Energy distributor, Foreseeti, National Technical University - Greece, 
University of Stockholm 

2. Finance: Economics of cyber crime, modelling of financial crime, predictive modelling of 
threats and costs to the financial organisations, risk modelling 

3. Communication and network security: IoT and RFID security; cloud security; network security 
protocols; secure quantum communications; network intrusion detection; data loss 
prevention, legal aspects of botnets and intrusion detection. Example outcomes from this 
theme include research papers at top venues such as IEEE Transactions on Information 
Forensics & Security, and applications in real world via our industrial partners: BT, IBM, 
IDEMIA, DarkTrace, Cisco 

4. Creative industries: Video, Audio, text and multimodal feature protection, biometrics feature 
protection, image protection, digital water mark and digital rights management, right to be 
forgotten, Partners: IBM, IDEMIA, Romanian border Agency, Bulgarian border agency. 

5. Security monitoring: virus protection, malware analysis, botnet detection, network 
monitoring, and insider threat monitoring. Partners: McAfee, Symantec, BT, DarkTrace. 

6. Socio-technical security: usability of secure systems; user behaviour; decision making in 
security response; usable security policies; user profiling and modelling for cyber security; 
privacy; socio-technical aspects of malware especially ransomware. One of the important 
thrusts of NCSC's programmes where City can make a unique contribution 

7. Data security: novel cryptographic and other techniques to classify encrypted data, data 
anonymization for GDPR compliance, data protection 

8. Privacy and trust in online social networks: human-related security and privacy risks; insider 
threats; trust management. Example outcomes from this theme include research papers at 
top venues (e.g., NDS, CCS, NDSS), software tools, and engagement of end users (e.g., UK 
law enforcement agencies and industry). 
 

The CLS has been contributing to the transnational rule-making, global governance, transatlantic data 
transfer, transatlantic criminal law, architecture of post-national rule-making, EU law and global 
governance, integrating cybercrime and cyber security rule-making. This is complimentary to the work 
within the SMCSE in data privacy for compliance with the recent changes to the GDPR.  A good example 
is the REDAlert EU Horizon H2020 project in which data privacy tools developed by SMCSE have to 
comply with GDPR, ethics and data governance and the City’s legal team will be contributing towards 
addressing some of these challenges.  
 
There are already discussions in place to develop a Cass MSc in Fintec in which SMCSE will contribute 
to the area of cyber threats to cryptocurrency trading using blockchain platforms.  In addition SMCSE 
has been jointly delivering an MSc the ‘Internet of Things with Entrepreneurship’ since 2018.  Recently, 



  

 

Innovate UK successfully supported two start up ideas from SMCSE, i.e. CityDefend© and Raven©.  
Both these start-ups are receiving advice and training from Cass technology management and 
entrepreneurship units.  In addition, Cass Executive MBA students are developing the business plan.  
Recently Cass received H2020 funding to develop a cyber-range experiment.  This will contribute directly 
to an interdisciplinary cyber security laboratory within the Institute.  In addition, there are also discussions 
in place to develop further research in the area of cryptocurrency fraud as this has been identified by 
New Scotland Yard as an area of immediate concern.  Collaborative research in the area of money 
laundering is also ongoing between Cass, SMCSE and CLS.  
 
Academics across SASS and SMCSE have been collaborating on research to understand the economic 
impact to organisations from cyber-attacks.  Measuring the impact of cybercrime to organisations is a 
difficult problem and using game theory, decision sciences and risk modelling techniques the academics 
across SASS, Cass and SMCSE will inform the cyber security community practical ways in which the 
cost to organisations from cybercrime can be calculated.  Rizikon©, developed as part of City’s research 
in the area of risk modelling, is being used by many organisations to understand the economic impact 
from cyber-attacks.  There are discussions in place with SASS to understand the economic benefits from 
a lightweight secure mobile banking platform that has been developed as part of SMCSE research in the 
developing world.     
 
There are ongoing collaborations between SMCSE and SHS to protect biomedical equipment and 
healthcare systems from cyber-attacks. This involves looking at vulnerabilities in medical devices, data 
protection in healthcare systems, cyber-attacks against pacemakers and other implants.  There are also 
discussions between SMCSE and SHS (i.e., Psychology) about measuring brain waves as biometric 
traces for identifying individuals. The socio-technical side of security is one of the important thrusts of 
NCSC's programmes, recognising that the behaviour not only of attackers and of the target users and 
organisations – psychological and sociological phenomena – are essential determinants of risk.  Here 
City can make a unique contribution involving both existing activity (e.g., between Computer Science and 
Psychology on the psychology of risky decision making, within Computer Science on usable interfaces 
for security operators) and new synergies, e.g. with Law about how the legal landscape (e.g. assigning 
the liability for IT security flaws) conditions the attitudes of all actors.   

 
6. Please tick which of the following Cross-Research Council priority areas fit with your 

research focus: 
 

Digital economy  x 
Energy  x 
Global Food Security   
Global uncertainties; security for all in a 
changing world  

x 

Living with environmental change (LWEC)   
Lifelong health and wellbeing x 

 
 
 
 
 

7. Structure and governance (250 words max, font; Arial 12pt)  
 
The Senior Leadership Team (SLT) is shown in the organisational chart. This has been carefully 
chosen to represent the interest of members from Schools.  All members have credible research 
track record in the area of cyber security.  Some have core skills and interest and others have 
in-depth knowledge and understanding of some of the immediate challenges in cyber security.  
The SLT has agreed to contribute to one or more of the 8 areas identified in Section 5. We 
expect to have around 25 academic members at the launch stage and this number will probably 



  

 

double in the next two years once there are more collaborative projects, seminars, workshops 
and examples of joint PhD supervision.  The Director of the Cyber Security Institute will work 
closely with the SLT to define thematic areas in line with the UK Research Council’s priority 
areas of research.  The Senior Leadership team will be advised by members of the Advisory 
Board.  The Advisory Board will include Professor Irene Ng, University of Warwick, Professor 
Shujun Li, University of Surrey, Professor Ben Azvin, Head of Security Research, British 
Telecom, Paul King, Head of Cyber Security, Cisco, Dr Tom Illube, CEO Crossword Cyber 
Security, Mr Mark Child, Managing Director, Xcina Cyber Security Consulting, Nigel Cannings, 
CEO Intelligent Voice, Dr Saritha Arunkumar, Innovation Lead, IBM UK, Dr Dasun Weerasinghe, 
Vice President, Bank of America, Dr Syed Zaidi, Manager Cyber Intelligence, KPMG, Mr Chris 
Stewart, SO15 Counter Terrorism.   
     
The SLT will coordinate the activities of the members of the Institute and define strategic goals.  
Academics from across the University will be invited to participate in external events, meetings, 
seminars, industry events and will be encouraged to develop interdisciplinary research funding 
bids. 
 
The Institute will work closely with the students on the MSc Cyber Security programme and the 
new MSc on Fintec (once approved) and other programmes where it can add value by offering 
industrial placement opportunities, summer internships, work placement and many more.  The 
Institute will work closely with BT, Financial Conduct Authority, Metropolitan Police, National 
Cyber Security Centre to encourage their staff members to take short term sabbaticals at City. 
The Institute will provide the necessary desk space, and other support needed for them to carry 
out research. 
 
 
8. Leadership and Management plan (1000 words max, font; Arial 12pt) 
This section should address how the proposal will support the academic KPI 
 
The staff highlighted in Section 3 will be members of the SLT, will lead a thematic research area 
of the Institute, and will actively work across the schools to identify more members to strengthen 
their relevant thematic area of research.   
 
The following research centres and research areas are represented: 
 
Centre for Software Reliability (SMCSE) 
Research Centre of Adaptive Computing systems (SMCSE) 
Faculty of Actuarial Science (Cass) - Dr Oliver Manyemba and Dr Michail Chronopoulos 
Department of Mathematics (SMCSE) – Dr Baronchelli 
Centre for Law (CLS) - Prof Elaine Fahey 
Economics Research Centre (SASS) - Prof Klaus Zaun 

 
3* and 4* Research: The SLT has been chosen to represent the Schools from where the staff 
have expressed their interest.  The SLT will meet regularly to define its short and long term goals 
in the areas identified in Section 5. These themes have been identified from the ongoing 
research within the various Schools.  Interdisciplinary research exists between some of the 
members and this new Institute will strengthen this collaboration through a formal process so 
that the academics involved will be recognised.   
 

 
Fig 1.0 Organisational Chart 



  

 

 
 

 
 
The Director will coordinate joint funding bids, communication and outreach activities and 
identify consultancy and spin off opportunities.  The Institute administrator will support the 
Director to coordinate the consultancy and external facing activities.  Each of the themes above 
will be supported through the already well established and world class cyber security research 
undertaken by the members. Some of the SLT members have undertaken government 
consultancy, policy papers, media interviews, high profile court cases at the court of justice and 
have been recognised externally by the Royal Academy of Engineering, UK Government Office 
of Science, Centre for the protection of National Infrastructure (CPNI), GCHQ and others across 
Europe including Europol and Enisa.   
The foundation of cyber security sciences that is currently undertaken by Engineering and 
Computer Science will be complemented by the work carried out by CLS, SASS and Cass.  In 
addition, the Institute will work closely with the University’s enterprise office to commercialise 
through licensing and spin offs.  The Institute will also work on a consultancy model to encourage 
more members to undertake commercial and government based projects. This can bring of 
credibility to the individual and also to the Institution.  
 
The External Partners identified on the application already have very strong relationship with the 
core members of the Institution.  For example BT has been working with City in the area of Cyber 



  

 

Security for well over 10 years and has sponsored more than 7 fully funded PhD students.  
Similarly Crossword cyber security has helped one of the research in the area of risk modelling 
to develop and commercialise Razicon a market leader in cyber risk assessment. In addition 
Crossword cyber security is currently helping Raven and CityDefend two cyber security start-
ups from City to move to the next level of commercialisation. Financial conduct Authority (FCA) 
has expressed interest to train some of the students on the MSc Cyber Security programme. In 
addition they are also interested in insider threats and data leaks from large financial 
organisations and are looking to work closely with City to overcome of the banking cyber security 
challenges in the near future. We are also making some of the tools developed using open 
source software platforms available online so that the cyber security community can make use 
of it to protect their assets and infrastructures.   
 
The MSc in Cyber Security offered by City’s Department of Computer Science was created in 
2014 as one of the first programme which it was practising Cyber Security in a networked lab 
where ethical hacking, penetration testing, malware analysis, and security monitoring were 
taking place in a controlled and isolated environment. The MSc is an excellent example of the 
benefits that can emerge from teaching and research, having recruited more than twenty 
students with different background knowledge, such as mathematics, computer science, 
engineering, physics and economics. Our former external examiner, Prof Chris Mitchell (Royal 
Holloway), and currently external examiner, Prof Michael Goldsmith (Oxford University) 
guarantee the high quality of the programme.  

 
Year by year the Cyber Security programme has increased recruitment numbers and 
supervision of MSc dissertations is taking place from academics across the School of 
Mathematics, Computer Science and Engineering (SMCSE) and industrial partners. Every 
academic year, the SMCSE organises a number of seminars from the industry, including EY, 
KPMG, Risk IQ, Accenture, Delaney Biometrics and Polonious to enhance students’ experience 
in the Cyber Security area. Due to their practical exposure our students have a high rate of 
employability and currently 90% of our graduates are working in the consulting, banking, 
telecommunication and public sectors. 
 
Student Employability: The members of the Institute have great links with the industry. This is 
an area where industry is currently struggling to recruit and through the Institute’s member’s 
contacts in the industry and government offices in the UK, EU and internationally we can help 
our students to find employments.  The Institute will also work closely with industry to identity 
sponsored PhD level research that can help them to continue their further studies at City.  
Already there are discussions with BT Security research to sponsor a 3 year PhD starting from 
April 2019 in the area of home Internet of Things privacy and security.  The Director of the 
Institute has led the UK Network in Excellence in Identity and Privacy Management. Through 
the workshops and seminars organised between 2013 – 2017 by this network currently there 
are more than 100 members from academia, government agencies and industry. We will exploit 
these networks to host future industry-academia workshops and seminars and invite guest 
speakers on a regular basis to make an impact to the area of cyber security. 
 
One of the unique strengths of the Institute compared to the other institutes in the UK is the 
collaboration with the banking and critical national infrastructure providers.  The Imperial cyber 
security is focussed on threats to industrial control systems and trust management, Royal 
Holloway on Cryptography, UCL on Human Factors and Kings on social aspects of cyber 
security. City will differentiate itself as a leading provider of hardware security including malware 
analysis, security-informed probabilistic risk assessment, support for policy, financial security 
and providing legal and ethical aspects of cyber security. There are not many London 



  

 

Universities with the legal expertise especially in technology law, intrusion detection and botnet. 
Our close proximity to the creative industries make us an attractive partner for small SME’s to 
benefit from our FPGA based encryption technology which can help them to address some of 
the GDPR challenges. 

 
9. Outputs and outcomes: dissemination, exploitation and impact strategy statement 

(2000 words max, font; Arial 12pt) 
 
Cyber threats are growing day by day and there is an increasing challenge to the UK due to the 
shortage of skilled professionals in the market place. The government is encouraging the 
industries to come together so that an apprentice programme can help to bridge the cyber 
security skills gap. The UK defence budget has been increased by £265M to build cyber security 
capability.  This is the number one priority for the UK defence now as companies like Google, 
Amazon and Microsoft are paying far more money to attract the limited pool of cyber 
professionals in the country. Recently the Royal Academy of Engineering report has highlighted 
the importance of adding cyber security in the national curriculum.  The UK international 
reputation in the area of intelligence due to the work undertaken at GCHQ. In addition Scotland 
Yard is recognised internationally due to the work they do in the area of counter terrorism. Some 
of the excellent work carried out by SO15 has helped UK to avoid many terrorist attacks in the 
last 3-4 years.  Protecting the critical national assets and the citizens from cyber-attacks using 
artificial intelligence is one of the top government priority.  UK has a great reputation in 
mathematics underpinning cyber security and also on the human factors of cyber security.   
In the last seven years the UK research councils jointly with GCHQ have identified the Centres 
of Excellence in UK Universities. To date there are sixteen centres specialising in different areas 
of cyber security.  City’s strength in the area of privacy preserving search in the encrypted data, 
Predictive modelling, real-time Cloud monitoring for security vulnerabilities and secure software 
engineering are very unique and a differentiator to the rest of the centres across the country.   
The City’s Cyber Security Institute will play a prominent role in strengthening City’s position as 
a world class education and research provider.  The City Cyber Security Institute will play a 
prominent role in strengthening this position by bringing together all schools of the University 
with a focus on promoting research excellence through high impact projects.  The Cyber Security 
Institute will promote collaboration with other Universities, industries and government agencies 
including the cyber security knowledge transfer network and the digital catapult.   
 
Outcome: 
 
The vision of the Institute for Cyber Security at City, University of London is to 
 

• To promote cutting-edge world class interdisciplinary research by securing external 
funding from research councils, European commission, industry and government offices 

• To act as a ‘consultancy hub’ where the UK industry and government can get access to 
world class cyber security expertise 

•  To carry out world class teaching in the area of cyber security with hands on labs and 
industry sponsored projects 

• To promote innovation and entrepreneurship in cyber security through translating 
excellent research outcome into commercial products 
 
 
The above will be achieved through: 
 



  

 

1. Applying for research funding from ESRC, EPSRC, AHRC, Royal Society, Royal 
Academy of Engineering, Nuffield Foundation and EU 

2. Securing industry sponsored PhD studentships 
3. Submission of an application for the national centre of excellence in cyber security 
4. Disseminating our research and impact cases at major conferences, industrial events 

and through media 
5. Promoting spin-off companies through knowledge transfer network and digital catapult 
6. Enabling consultancy activities for City staff through industrial and government 

collaborations 
7. Promote the research through online social media platforms and using other digital 

channels 
8. Attracting world class researchers as visiting professors and visiting students through 

various visiting scholar schemes 
 
 

Impact Strategy  
 
We will work closely with the Enterprise Team at City to develop a long term impact 
strategy. We will work closely with our industrial and government partners to define areas 
of mutual interest so that the impact can be measured.  We will work close partnerships 
with BT, FCA, Cabinet Office, Cisco, SO15, Home Office, CPNI to name a few entities so 
that meaningful short term and long term collaborations can be established.  Already three 
spin off companies in the area of cyber security have shown their commercial potential 
and the impact to the cyber security community. This has been demonstrated through 
Rizicon which is already bringing revenue to the University through its licensing fees.   
 
Impact on the financial industry: The City of London is one of the leading financial 
centres in the world. The financial technology sector has grown dramatically in recent 
years. The banking industry is now starting to put in place cyber security teams. With 
expertise from collaborations in industry on technology and theory through SMCSE and 
Cass, the Institute for cyber security will be in an excellent position to lead the research 
in the field.  In addition Cass will soon launch a Fintec masters program where SMCSE 
academics will teach security vulnerabilities in the Fintec market place. This will help the 
traders to understand the potential threats from the crypto currencies and the 
underpinning blockchain platforms 
 
Impact to Telecommunications industry: City University of London has long 
established link with BT security research at Adastral park. Through this research 
collaboration City has helped BT to file 8 patents in the area of Cloud Security and trust.  
In addition the joint work between BT and City in the area of password less authentication 
has been showcased as part of BT’s innovation week.  The students who had been 
sponsored through BT in the last 7 years have all been offered jobs at the end of their 
PhD showing the level of impact the cyber security research is making in a real world 
scenario.   
 
Impact to Data industry: The data security research from City has made major 
contribution to the UK and European cyber security. The anonymization and classifying 
data in the encrypted domain has been used by BT, Intelligent Voice, IDEMIA, SO15, 
INSKINT, SIVECO Romania, and many others.  The searchable encryption technology 
developed by City researchers is the only solution in the market place to enable searching 
in the encrypted data. 



  

 

 
Impact to Energy Sector: The predictive modelling tool developed at City will 
allow EPES operators to audit their cyber supply chain in order to manage cyber 
security risks related to their component suppliers. The VA tool provides an easy- 
to-use interface composed of vulnerability heatmaps, dashboards and mitigation 
suggestions that can be interpreted by all categories of personnel and not only 
cybersecurity specialists. The SBA tool enables any organization to assess the 
cybersecurity culture of their entire organization, in order to promote safe 
behaviours throughout the organization without exception.  
 
Social Innovation and Commercialisation: Several cybersecurity research work at 
City has led to spin-off and licensing. This includes Rizicon, Raven and CityDefend in 
the last 2-3 years. We will continue to explore the commercialisation opportunities 
working closely with the Enterprise office and our industrial advisory board. This will 
help us to produce new cyber security entrepreneurs in the UK.  Currently the DCMS 
is promoting academic start-ups in the area of cyber security by partnering with 
Innovate UK and Cyber Security KTN and we will work closely with these institutions 
to capitalise on these and other cyber accelerator programmes. In addition we will 
work with charitable organizations such as the Privacy Forum, IoT privacy hub, 
Trusted things hub and HatCommunity to come up with social innovation that can help 
to protect the citizens and children online and make cyberspace a safer and secure 
place to carry out business, education and entertainment.   
    
Dissemination and exploitation: 
 
We will work closely with the National Cyber Security Centre, University of London, 
Cyber Security Knowledge Transfer Network, as well as with many academic and 
industrial partners.  The senior team is in contact with many of our industrial partners 
and we will continue to promote our research through these links and new established 
links.  We will produce industry white papers and material that can help them to 
understand the cybersecurity challenges that are emerging on a daily basis. We will 
collaborate with TechCity and DCMS to explore commercialisation opportunities.   
We will publish in A* publications to maximise the academic impact of the research. In 
addition we will participate in top tier international cyber security conferences such as 
IEEE Security and Privacy, CSS, NDSS and InfoCom.  We will also encourage 
interdisciplinary publications in technology law and social science journals such as the 
Human Computer interaction. In addition we will also publish in Technology 
Management and Information Technology and Management journals with high impact 
factor. One of the major impact will be providing access to some of our testbeds at 
City so that small and medium size enterprises can benefit to test some of their new 
infrastructures. We will also give partners access to the Super Computing and Cloud 
Computing facilities.  This will help SME’s to address some of their immediate cyber 
security challenges.   
 
We will also have PhD students dedicated to areas of common interest of the Institute.  
In line with our track record, the PhD students will be encouraged to apply for 
prestigious five year fellowships so that they can move on to permanent academic 
positions in the long term. Sustainability of good talent is important in this area of 
research and education and one of the aims of this centre will be to build long term 
relationships with strong postgraduate and research scholars. We will also organise 
summer schools based on the expertise of the Institute. 



  

 

 
We will also have public events whereby we will invite people from our neighbourhood 
so that they can understand and appreciate the quality of research undertaken at City, 
University of London in the area of Cyber Security.  We will also participate in trade 
shows, science fair including the Edinburgh Science festival where we will showcase 
our new research outcome. 
 
In addition through our established relationship with Crossword Cyber Security we will 
exploit the commercial viability of all our research undertaken by the Institute for Cyber 
Security.    
  
 

10.  Commitment from Schools 
Please list the support from Schools for the Centre  
 

Description of Resource Value in GBP School 
   
   
   
   

(Right-click into the last row of the table, and choose ‘Insert’ to add more rows) 
 

 
11.  Resources requested  
Please list the resources requested with a brief justification of how the resource will link to 
outputs & outcomes and the management plan  
 

Description of resource Amount in GBP Justification 
   
   
   
   
   

 
(Right-click into the last row of the table, and choose ‘Insert’ to add more rows) 

 
 
 
Completed application forms should be returned to Dr Claudia Kalay, Head of Research 
Support Services:  claudia.kalay.1@city.ac.uk by 5pm on Friday 20th October.   

 

mailto:claudia.kalay.1@city.ac.uk
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